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The widespread transmission and storage of digital images over open 

communication networks have made secure image encryption an essential 

research topic. Although numerous optical encryption techniques have been 

reported, many existing methods are constrained by limited key diversity, 

insufficient resistance to cryptanalytic attacks, and reduced robustness under 

adverse transmission conditions. This paper proposes a multi – image encryption 

framework by integrating Quasi – Zernike (QZ) synthesis, the gyrator transform 

(GT), random phase mask (RPMs), and equal modulus decomposition (EMD). 

Initially, two plaintext images are fused using QZ synthesis to generate multiple 

private keys. The synthesized output is then combined with a phase image and 

encrypted through dual GT operations interleaved with RPM modulation and 

EMD, producing additional secret keys and a highly randomized ciphertext. The 

original images are recovered by performing the inverse operations using the 

corresponding private keys. The effectiveness of the proposed framework is 

validated through CC, MSE, PSNR, SSIM, information entropy, histogram, pixel 

correlation, and key sensitivity analyses, together with brute – force, noise and 

occlusion attack evaluations. Experimental results demonstrate near – lossless 

image reconstruction, high ciphertext randomness, and strong robustness against 

statistical and differential attacks. The proposed framework offers a secure and 

efficient solution for optical multi – image encryption and protected image 

communication. 

© 2026 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information, 
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1. Introduction 

The rapid advancement of multimedia technologies and 

communication networks has significantly increased the 

transmission and storage of digital images. Consequently, 

ensuring the confidentially and integrity of image data has 

become a critical requirement in applications such as 

medical imaging, military communications, remote sensing, 

cloud computing, and intelligence surveillance. Owing to 

their high pixel redundancy and strong spatial correlation, 

digital images cannot be efficiently protected using 

conventional text – oriented cryptographic algorithms, 

thereby necessitating the development of dedicated image 

encryption techniques. 

In this context, Optical image encryption has been 

extensively investigated owing to its capability to provide 

high – level security through transform – domain processing. 

Among the existing approaches, Double Random Phase 

Encoding (DRPE) [1] introduced by Refregier and Javidi in 

1995, is one of the most influential techniques, as it converts 

plaintext images into complex noise – like distributions by 

employing random phase masks in both the spatial and 

transform domains. Despite its initial success, subsequent 

studies revealed that the linear architecture and symmetric 

encryption mechanism of DRPE expose it to several 

cryptanalytic attacks. To address these shortcomings, 

numerous enhanced variants have been developed by 

implementing DRPE in different transform domains, 

including the Fractional Fourier Transform (FrT) [2], Fresnel 

Transform [4], Gyrator Transform (GT) [5], [6], Hartley 

Transform [7], Fractional Hartley Transform [3], Hermite 

Transform [8], Fractional Hermite Transform [9], [10], 

Wavelet Transform [11] and Discrete Wavelet Transform 

[12]. Although transform – domain implementations 

increase the key space through additional parameters such as 

fractional orders and rotations angles, the inherent linearity 

and symmetric architecture of DRPE remain major security 

concern. Consequently, DRPE – based schemes are still 

vulnerable to known – plaintext attack (KPA) [13], chosen – 

plaintext attack (CPA) [14], chosen – ciphertext attack 

(CCA) [15] and ciphertext – only attack (COA) [16], 

motivating the development of non – linear and asymmetric 

optical encryption techniques.  
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To overcome the limitation of linear DRPE, Qin and Peng 

introduced the Phase – Truncated Fourier Transform (PTFT) 

[17] in 2010 as the first non – linear asymmetric optical 

encryption scheme. By truncating the phase information, 

PTFT breaks the linearity of DRPE and employs distinct 

keys for encryption and decryption, with the retained phase 

serving as the private decryption key. Although PTFT 

represented a significant milestone in asymmetric optical 

encryption, subsequent studies demonstrated its 

susceptibility to iterative and optimized – based attacks, 

indicating that non – linearity alone is insufficient to ensure 

robust cryptographic security. 

To further enhance the security of optical image encryption, 

researchers have incorporated additional mathematical 

operations beyond conventional transform – domain 

processing. Among these, decomposition techniques, 

including Equal Modulus Decomposition (EMD) [18], 

Unequal Modulus Decomposition (UMD) [19], [20], 

Random Modulus Decomposition (RMD) [21], [22], 

Singular Value Decomposition (SVD) [23], [24], Hessenberg 

Decomposition [25] and QR decomposition [26], [27], have 

been extensively employed to increase key diversity and 

cryptographic strength. Likewise, matrix synthesis and 

factorization methods, such as QZ synthesis [28], and Schur 

decomposition [29], have attracted growing attention due to 

their capability to generate multiple secret keys and improve 

reconstruction security. Furthermore, the integration of these 

techniques with nonlinear chaotic systems, including the 

Tinkerbell map [30], Umbrella map [31], [32], Henon map 

[33], Bird wing map [34] and Arnold map [35], substantially 

enlarges the key space and enhances resistance against 

statistical, differential and brute – force attacks.  

Building upon this concept, Cai et al. [36] proposed an 

asymmetric optical encryption scheme based on coherent 

superposition and Equal Modulus Decomposition (EMD) 

[37]. In their approach, a random phase mask was applied to 

the input image to generate two equal modulus components, 

where one component was transmitted as the ciphertext and 

the other was retained as the private decryption key, thereby 

establishing an asymmetric encryption architecture. To 

further enhance cryptographic security, subsequent studies 

introduced Cascaded Equal Modulus Decomposition 

(CEMD), in which multiple EMD stages are performed 

sequentially to generate additional private keys and increase 

encryption complexity. The cascaded structure enlarges the 

effective key space and improves resistance against 

statistical, differential and brute – force attacks while 

preserving accurate image reconstruction. 

The work presents a secure multi – image encryption 

framework based on QZ synthesis, the gyrator transform, 

random phase mask and cascaded equal modulus 

decomposition. Initially, two plaintext images are 

synthesized using the QZ algorithm, which simultaneously 

generates multiple private keys while preserving the 

information required for lossless reconstruction. The 

synthesized matrix is subsequently combined with a phase – 

only image and encrypted through two successive GT 

operations. At each stage, random phase modulation is 

employed to enhance the randomness of the complex – 

valued data, followed by cascaded EMD to generate 

additional private keys further strengthen the asymmetric 

encryption architecture. The final ciphertext is obtained after 

the second EMD stage, whereas the decryption process 

performs the exact inverse operations using the 

corresponding QZ keys, EMD keys, GT rotation angles and 

RPMs to recover the original images with high fidelity. The 

integration of QZ synthesis, dual GT processing, random 

modulation, and cascaded EMD significantly enlarges the 

effective key space, improve ciphertext randomness, and 

enhances robustness against statistical, brute – force, noise 

and occlusion attacks. Experimental results demonstrates 

that the proposed framework achieves near – lossless image 

reconstruction while providing a high level of security for 

optical multi – image encryption. 

The remainder of this paper is structured as follows. Section 

2 introduces the fundamental principles of Quasi – Zernike 

(QZ) synthesis, the Gyrator Transform (GT), and Equal 

Modulus Decomposition (EMD). Section 3 details the 

proposed encryption and decryption framework. Section 4 

presents the experimental results together with 

comprehensive security and performance analyses. Finally, 

Section 5 provides the concluding remarks.   

2. Basic Fundamental Principles 

2.1 Quasinormal – Zernike algorithm 

The Quasinormal – Zernike (QZ) algorithm [38], [39] is a 

nonlinear mathematical framework consisting of two 

primary operations: QZ synthesis and QZ decomposition. 

The QZ synthesis process takes two input images 𝐼1 and 𝐼2, 

and transforms them into a pair of upper triangular (or quasi 

– triangular) matrices, denoted by 𝐴𝐴 and 𝐵𝐵. 

Simultaneously, two corresponding unitary matrices, 𝑄 and 

𝑍, are generated. These matrices collectively characterize the 

relationship between the input images and form the basis for 

the subsequent QZ decomposition process. 

Depending on the nature of the input matrices, AA and 𝐵𝐵 

are quasi – triangular for real valued 𝐼1 and 𝐼2, and upper 

triangular for complex – valued 𝐼1 and 𝐼2. The QZ synthesis 

is mathematically given by: 

[𝐴𝐴, 𝐵𝐵, 𝑄, 𝑍]  =  𝑄𝑍𝑆(𝐼1, 𝐼2)   (1) 

By transposing BB and eliminating its diagonal elements 

(stored as private – key components), the lower triangular 

matrix 𝐵𝐵1 is generated as:  

𝐵𝐵1 = (𝐵𝐵)′ − 𝑑𝑖𝑎𝑔(𝐵𝐵)     (2) 

The synthesized matrix H is constructed from the upper and 

lower triangular matrices 𝐴𝐴 and 𝐵𝐵1, respectively. The QZ 

synthesis simultaneously generates three private keys: 𝑄, 𝑍 

and 𝑑𝑖𝑎𝑔(𝐵𝐵). 

As the inverse of QZ synthesis, the QZ decomposition 

process reconstructs the upper triangular matrix AA form the 

synthesized matrix H through sub – diagonal element 

elimination. This process can be expressed as  

𝐴𝐴 = 𝑇𝑟𝑖𝑙(𝐻)                                                  (3) 

Subsequently, the matrix BB can be recovered using the 

following operation: 

𝐵𝐵 = (𝐻 − 𝐴𝐴)′ + 𝑑𝑖𝑎𝑔(𝐵𝐵)    (4) 
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By employing the unitary matrices 𝑄 and 𝑍, the original 

images 𝐼1 and 𝐼2 can be successfully recovered.  

𝐼1 = 𝑄−1(𝐴𝐴)𝑍−1                                                       (5) 

𝐼2 = 𝑄−1(𝐵𝐵)𝑍−1                                                        (6) 

2.2 Gyrator Transform (GT) 

The gyrator transform (GT) [26], [40], [41] is a two – 

dimensional linear canonical transform that performs a 

rotational mapping in the spatial – frequency domain, 

providing strong decorrelation and a large key space 

determined by its rotational angle 𝜃. Owing to these 

properties, GT has extensively employed in cryptography, 

optical image encryption and digital watermarking. The 

transform operates between the spatial co – ordinates (p, q) 

and the mixed domain (a, b). When 𝜃 = 0, GT reduces to the 

identity transform, whereas 𝜃 = 𝜋/2 yields the Fourier 

transform. By redistributing image information across the 

spatial – frequency domain, GT generates noise like outputs 

that significantly enhance the security of encrypted data. The 

GT of a two – dimensional function 𝑓(𝑟1, 𝑠1) is 

mathematically expressed as: 

𝐺𝜃(𝑓(𝑟1, 𝑠1)) = ∬ 𝑓(𝑟1, 𝑠1)𝐾𝑒𝑟𝜃(𝑟1, 𝑠1, 𝑟2, 𝑠2)𝑑𝑟1𝑑𝑠1 (7) 

Where, Kernal 𝐾𝑒𝑟𝜃(𝑟1, 𝑠1, 𝑟2, 𝑠2) is defined as:  

𝐾𝑒𝑟𝜃(𝑟1, 𝑠1, 𝑟2, 𝑠2) =
1

2𝜋|𝑠𝑖𝑛𝜃|
𝑒𝑥𝑝 (

2𝜋𝑖(𝑟2𝑠2+𝑟1𝑠1)𝑐𝑜𝑠𝜃−(𝑟1𝑠2+𝑟2𝑠1

𝑠𝑖𝑛𝜃
)  (8) 

Here (𝑟1, 𝑠1) and (𝑟2, 𝑠2) are the input and output co – 

ordinates. The linear additive property of GT is expressed as: 

𝐺𝜃(𝐺𝜙(𝑓)) = 𝐺𝜃+𝜙(𝑓)                                                   (9) 

A key characteristic of the GT is its reversibility, which 

enables lossless recovery of the original image through the 

inverse gyrator transform (IGT), defined as: 

𝑓(𝑟1, 𝑠1) = 𝐺−𝜃(𝐺𝜃(𝑓(𝑟1, 𝑠1)))    (10) 

The GT output is highly sensitive to slight variations in the 

rotation angle, leading to substantial variations in the 

resulting transformed data. 

2.3 Equal Modulus Decomposition 

Equal Modulus Decomposition (EMD) [42] is a 

decomposition technique that separates a complex – valued 

matrix into two components having identical modulus values 

and different phase distributions. The decomposition process 

generates a private key that is essential for exact 

reconstruction. Due to its reversibility and key – generation 

capability, EMD is widely used in optical image encryption 

to enhance security and increase key – space complexity. 

Mathematically it is defined as: 

𝑃11(𝑥, 𝑦) =
𝐴(𝑥,𝑦)/2

cos[𝜙(𝑥,𝑦)−𝛼(𝑥,𝑦)]
. 𝑒𝑖.𝛼(𝑥,𝑦)   (11) 

𝑃22(𝑥, 𝑦) =
𝐴(𝑥,𝑦)/2

cos[𝜙(𝑥,𝑦)−𝛼(𝑥,𝑦)]
. 𝑒𝑖.[2𝜙(𝑥,𝑦)−𝛼(𝑥,𝑦)]  (12) 

Here, 𝐴(𝑥, 𝑦) and 𝜙(𝑥, 𝑦) denote the amplitude and phase 

distribution of the original matrix 𝑃(𝑥, 𝑦), respectively. The 

decomposed component 𝑃11(𝑥, 𝑦) and 𝑃22(𝑥, 𝑦) represents 

the secret key and encrypted image, while 𝛼(𝑥, 𝑦) is treated 

as a public key for the reconstruction process.   3. Proposed 

optical Encryption and Decryption Scheme 

This section provides a detailed description of the proposed 

encryption and decryption processes. 

3.1 Encryption Procedure 

Step 1. Initially, two input images, 𝐼1 and 𝐼2, are combined 

using QZ synthesis, producing a synthesized matrix and 

three private keys 𝑄, 𝑍 and 𝑑𝑖𝑎𝑔(𝐵𝐵), mathematically we 

have: 

[𝐴𝐴, 𝐵𝐵, 𝑄, 𝑍] = 𝑄𝑍𝑆(𝐼1, 𝐼2)    (13) 

Step 2. The synthesized matrix is obtained by combining 𝐴𝐴 

and (𝐵𝐵)’ with the subtraction of diagonal component of 

𝐵𝐵. Mathematically, it is expressed as:  

𝑀0 = 𝐴𝐴 + (𝐵𝐵)′ − 𝑑𝑖𝑎𝑔(𝐵𝐵)      (14) 

Reserve phase part of 𝑀0 as private key named as 𝑀1. 

Step 3. The synthesized output is then merged with a phase 

image 𝐼3. And output is stored as    𝐸1 mathematically defined 

as: 

𝐸1 = 𝑎𝑏𝑠(𝑀0 × 𝐼3)                                                      (15) 

Step 4. Next, a gyrator transform with rotation angle 𝜃1 is 

applied, followed by modulation with the first random phase 

mask (𝑅𝑃𝑀1) and stored as 𝐸2, defined as: 

𝐸2 = 𝐺𝑇(𝐸1, 𝜃1) × 𝑅𝑃𝑀1                                             (16) 

Step 5. The resulting data are decomposed using EMD, 

generating a private key 𝑃11, And proceed 𝑃22 for further 

encryption process mathematically defined as: 

[𝑃11, 𝑃22] = 𝐸𝑀𝐷𝜃1,𝜙1
(𝐸2)   (17) 

Step 6. Subsequently, the decomposed output undergoes a 

second gyrator transform with rotation angle 𝜃2 and is 

further modulated by a second random phase mask (𝑅𝑃𝑀2), 

and output is stored as 𝐸3 mathematically defined as: 

𝐸3 = 𝐺𝑇(𝑃22, 𝜃2) × 𝑅𝑃𝑀2      (18) 

Step 7. A second EMD operation is then performed to obtain 

another private key 𝑃44, and the final encrypted image. 

Mathematically: 

[𝑃33, 𝑃44] = 𝐸𝑀𝐷𝜃2,𝜙2
(𝐸3)   (19) 

Therefore, the encryption process generates six private keys 

as (𝑄, 𝑍, 𝑑𝑖𝑎𝑔(𝐵𝐵), 𝑎𝑛𝑔𝑙𝑒(𝑀0), 𝑃11 𝑎𝑛𝑑𝑃44) along with the 

gyrator rotation angles and random phase masks, which are 

required for successful decryption. As shown in figure 1.
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Fig 1. Schematic diagram of the proposed encryption framework.

3.2 Decryption Procedure 

Decryption is performed by reversing the encryption steps 

using the corresponding private keys, enabling successful 

recovery of the original images.  

Step 1. The procedure starts with the private key generated 

from the second EMD stage is combined with the 

encrypted image to reconstruct the corresponding 

decomposed data. The recovered output is then multiplied 

by the complex conjugate of 𝑅𝑃𝑀2. The resulting matrix 

is denoted as 𝐷1, mathematically: 

𝐷1 = (𝑃33 + 𝑃44) × 𝑐𝑜𝑛𝑗(𝑅𝑃𝑀2)    (20) 

Step 2. Thereafter, the inverse gyrator transform is 

performed on 𝐷1. By applying the corresponding EMD 

private key to the recovered data, the intermediate matrix 

𝐷2 is obtained. Mathematically,  

𝐷2 = 𝐼𝐺𝑇(𝐷1) + 𝑃11                                                    (21) 

Step 3. Subsequently, the output is multiplied by conjugate 

of 𝑅𝑃𝑀1, yielding the intermediate matrix 𝐷3, which is 

defined as 

𝐷3 = 𝐷2 × 𝑐𝑜𝑛𝑗(𝑅𝑃𝑀1)    (22) 

Step 4. Finally, an inverse gyrator transform is applied to 

𝐷3, and the output is denoted as 𝐷4. The phase image is 

then retrieved by extracting the phase component of 𝐷4, 
expressed as  

𝐷4 = 𝐼𝐺𝑇(𝐷3)                                                          (23) 

Step 5. The absolute component of 𝐷4 is modulated with 

the QZS private key 𝑀1, yielding the final matrix 𝐷5 given 

by 

𝐷5 = 𝑎𝑏𝑠(𝐷4) × 𝑀1                                                     (24) 

Step 6. Finally, QZ decomposition is applied to 𝐷5 to 

recover the input images.  

[𝐼1, 𝐼2] = 𝑄𝑍𝐷(𝐷5)                                                      (25) 

As shown in figure 2.

 

Fig 2. Schematic diagram of the proposed decryption framework. 

 

4. Simulation Results and Discussion 

This section presents the simulation results obtained to 

validate the effectiveness and security of the proposed 

image encryption scheme. All experiments were 

conducted in MATLAB R2025b on a computer equipped 

with Intel Core i7 processor. Three grayscale images with 

a resolution of 256 × 256 pixels were employed as test 

images. Figure 3, illustrates the original input images, the 

encrypted image, and the corresponding decrypted images 

produced by the proposed framework. The encrypted 

image exhibits noise – like characteristics and reveals no 

visual information about the original images. In contrast, 

the decrypted images closely resemble the original 

images, confirming the accuracy of the proposed 

decryption process.  
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The quantitatively evaluate the performance of the 

proposed scheme, several statistical and security metrices 

are employed, including the correlation coefficient (CC), 

mean squared error (MSE), and peak signal – to – noise 

ratio (PSNR). The statistical randomness of the encrypted 

image is assessed using information entropy analysis. In 

addition, the robustness of the proposed encryption 

scheme is investigated under occlusion and noise attacks 

to evaluate its ability to withstand data loss and 

transmission distortions. The effectiveness of the scheme 

in preserving recoverable image information under these 

adverse conditions demonstrates its reliability and 

resilience in practical communication environments. 

 

Fig 3. Original input images (a, b, c), encrypted image (d), and corresponding decrypted images (e, f, g). 

4.1 Correlation Coefficient (CC) 

The correlation coefficient (CC) is employed to assess the 

similarity between the plaintext and decrypted images. A 

CC value approaching 1 indicates a strong linear 

relationship and high – quality image reconstruction. The 

CC is calculated as follows: 

CC =
cov(A,Dec)

σ(A)σ(Dec)
                                                          (26)        

In the above expression, (A) and (Dec) denote the plaintext 

and decrypted images respectively, whereas σ(. ) and 

cov(. ) represent the standard deviation and covariance. 

The CC value varies between −1 and 1; values close to 1 

indicate similarity and successful reconstruction, whereas 

values near 0 imply low statistical dependence. 

For the proposed scheme, the CC values between the 

original images and their corresponding encrypted images 

are (0.0048), (0.0044)𝑎𝑛𝑑(−0.0018), respectively, 

indicating an almost negligible correlation. This 

demonstrates that the encryption process effectively 

removes the statistical relationship between the plaintext 

and ciphertext. In contrast, the CC values between the 

original and decrypted images are 1, 1 and 0.999, 

respectively, confirming highly accurate reconstruction 

and successful recovery of the original images. 

 4.2 Mean-Square-Error (MSE) 

The mean squared error (MSE) measures the average 

squared difference between the original and reconstructed 

images. A lower MSE value signifies better reconstruction 

performance and greater similarity between the two 

images.  

MSE =
1

𝑞1×𝑞2
∑ ∑ |A(x, y) − Dec(x, y)|2𝑞2

y=1
𝑞1
x=1     (27) 

Here 𝐴(𝑥, 𝑦) and 𝐷𝑒𝑐(𝑥, 𝑦) corresponds to the original an 

decrypted images, respectively, while 𝑞1 and 𝑞2 represents 

the image dimensions in terms of rows and columns.  

For the proposed scheme the MSE values obtained for 

Lena, Cameraman and peppers image (Phase image) and 

their decrypted images are 1.6686 × 10−29, 1.3874 ×
10−29, 1.4103 × 10−5, respectively. These extremely low 

(a) (b) (c) 

(g) (f) (e) 

(d) 
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values indicate negligible reconstruction error, confirming 

near lossless recovery. The results demonstrate high 

numerical precision and stability of the method, ensuring 

accurate and faithful restoration of the original images 

without any significant degradation.   

4.3 Peak Signal-To-Noise Ratio (PSNR) 

The peak signal – to – noise ratio (PSNR) is a standard 

metric used to evaluate the quality of the reconstruction 

image by measuring the level of distortion relative to the 

original image. It is given as: 

PSNR = 10log10 (
K2

MSE
)    (28) 

Here, K denotes the maximum possible pixel intensity 

value. A higher PSNR indicates lower reconstruction error 

and better fidelity between the original and decrypted 

images.  

For the proposed scheme, the PSNR values obtained for 

Lena, Cameraman and peppers image (Phase image) are 

2.8779 × 102𝑑𝑏, 2.8857 × 102𝑑𝑏 and 48.5068 𝑑𝑏 

respectively. These significantly high values confirms near 

– perfect reconstruction, demonstrating that the decrypted 

images closely match the original inputs and validating the 

effectiveness of the proposed encryption – decryption 

framework.  

4.4 Structural Similarity Index Measure (SSIM) 

The structural similarity index measure (SSIM) is 

commonly used to evaluate the quantity of a reconstructed 

image by comparing it with the original input. An SSIM 

value of 1 indicates perfect structural similarity, while 

values closer to 1 represent higher fidelity and better 

reconstruction quality. The SSIM value typically lies in the 

range [−1,1]. The metric is defined as: 

SSIM(M, N) =
(2uMuN+V1)(2σM,N+V2)

(uM
2 +uN

2 +V1)(σM
2 +σN

2 +V2)
    (29) 

In the SSIM formulation uM and uN denote the main 

intensity of images M and N, while σM
2  and σN

2  represent 

their variances. The term σM,N denotes the cross – 

correlation between the two images. The stabilizing 

constants are defined as V1 = (𝐿1𝑘) 2 and V2 = (𝐿2𝑘)2, 

where 𝑘 is the dynamic range of pixel values and 𝐿1 =
0.01, 𝐿2 = 0.03. For the proposed scheme, SSIM values 

between the plaintext and encrypted images are 1.4911 ×
10−5, 1.2980 × 10−4, −4.4520 × 10−4 respectively, 

indicating negligible structural similarity after encryption. 

In contrast, SSIM values close to 1 for the decrypted 

images confirm almost perfect structural reconstruction 

and accurate recovery of the original inputs. 

4.5 Evaluation of Information Entropy 

Information entropy, introduced by Shannon, is a key 

measure used to quantify the randomness and uncertainty 

in a data distribution. In image cryptography, it is 

employed to evaluate the statistical uniformity of 

ciphertext images. For an ideal 8 – bit encrypted image, the 

entropy value should be close to 8, indicating a uniform 

pixel distribution and minimal redundancy. This reduces 

information leakage and enhances resistance to statistical 

attacks, thereby reflecting the security strength of the 

encryption scheme. The entropy is defined as:  

IE= − ∑ W(x) log2W(x)Z−1
x=0      (30) 

Here, W(x) denotes the probability of occurrence of the x𝑡ℎ 

Gray level, and Z represents the total number of possible 

intensity levels. The entropy values of Lena, Cameraman 

and peppers images are 7.3522, 7.0097 and 7.6023 

respectively, whereas the encrypted image achieves an 

entropy of 7.9838. The value being close to theoretical 

maxima confirms high randomness and strong resistance 

against statistical attacks.  

4.6 Histogram Uniformity Analysis 

Histogram analysis is a standard tool in image encryption 

for accessing security and algorithm performance. It 

reflects the distribution of pixel intensity and helps detect 

possible information leakage. For a secure scheme, the 

ciphertext histogram should differ significantly from that 

of the plaintext, eliminating exploitable statistical patterns. 

As shown in figure 4, the encrypted image histogram is 

nearly uniform and clearly distinct from the original 

images, indicating strong randomness and effective 

concealment of statistical features. This uniformity 

confirms resistance to statistical attacks. In contrast, the 

accurate and lossless reconstruction. 

 

Fig 4. Histogram of Original input images (a, b, c), encrypted image (d). 

(d) (c) 

(b) (a) 
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4.7 3D Pixel Intensity Distribution Analysis 

Three dimensional surface plot illustrate pixel intensity 

variations and provide a qualitative assessment of image 

structure in encryption analysis. As shown in figure 5, the 

original image exhibits a smooth surface due to spatial 

correlation, while the encrypted image displays a chaotic 

and irregular structure, indicating effective randomization 

and strong resistance to statistical and structural attacks. 

The decrypted image closely resembles the original, 

confirming accurate reconstruction and preservation of 

image fidelity. Overall, the 3D analysis validates the 

robustness of the proposed cryptosystem. 

 

 

Fig 5. 3D surface plots of Original input images (a, b, c), encrypted image (d) and decrypted image (e, f, g). 

4.8 Noise Robustness Analysis 

In practical communication environments, encrypted 

images may be corrupted by channel noise during 

transmission. Therefore, an effective encryption scheme 

should be capable of recovering recognizable image 

information even in presence of noise. To evaluate the 

robustness of the proposed framework, additive Gaussian 

noise with zero mean and unit variance is introduced into 

the ciphertext according to equation 31 

𝐶𝑛 = 𝐶 + 𝑛 × 𝑁(0,1)      (31) 

Where 𝐶 and 𝐶𝑛 denote the original and noisy ciphertext 

respectively, and 𝑛 represents the noise strength. The 

decryption process is then performed on the noisy 

ciphertext for various noise levels. As illustrated in figure 

6, the decrypted images remain visually recognizable even 

at a noise strength of 20000, demonstrating the strong 

robustness of the proposed scheme against noise – induced 

distortions. 

(g) 
(f) (e) 

(d) 

(c) 
(b) (a) 
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Fig 6. Decrypted images of Lena (a-c), Cameraman (d-f) and Peppers (g-i) under Gaussian noise attacks with 

noise strength 104, 1.5 × 104𝑎𝑛𝑑 2 × 104, respectively. 

4.9. Evaluation of Occlusion Resistance 

To assess the resilience of the proposed scheme against 

partial data loss, occlusion attack are performed by 

masking 20.3%, 50% and 70.3% of the ciphertext pixels. 

The corresponding occluded ciphertexts and their 

decrypted outputs are shown in figure 7, Despite the 

substantial loss of encrypted data, the decrypted images 

remain visually recognizable and preserve the major image 

features. These results demonstrate the strong robustness 

and fault – tolerance capability of the proposed encryption 

framework against occlusion attacks.  

(i) (f) (c) 

(h) (e) (b) 

(g) (d) (a) 
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Fig 7. Occlusion attack analysis: (1-4) encrypted images with respectively 20.3%, 50% and 70.3% occlusion, (a) 

occluded encrypted image, while (b), (c) and (d) show the corresponding decrypted images. 

5. Summary and Conclusion 

A robust optical multi – image encryption framework has 

been developed by combining Quasi – Zernike (QZ) 

synthesis, the Gyrator Transform (GT), random phase masks 

(RPMs), and cascaded Equal Modulus Decomposition 

(EMD). The proposed framework exploits QZ synthesis to 

simultaneously fuse two plaintext images and generate 

multiple private keys, while the subsequent GT, random 

modulation, and cascaded EMD stages introduce multiple 

layers of encryption and additional secret keys, thereby 

significantly enhancing cryptographic complexity. The 

original images are successfully recovered only when all 

secret parameters are correctly specified, demonstrating the 

asymmetric nature and high key sensitivity of the proposed 

framework. The effectiveness of the proposed method has 

been validated through extensive security and performance 

analyses. The ciphertext exhibits high randomness, a 

uniform intensity distribution, negligible statistical 

correlation, and information entropy approaching theoretical 

limit, confirming its resistance to statistical cryptanalysis. 

The framework further maintains reliable performance under 

noise and occlusion attacks while achieving near lossless 

image reconstruction , as evidenced by the obtained CC, 

MSE, PSNR and SSIM values. These results establish the 

proposed framework as an efficient and secure approach for 

optical multi – image encryption and secure communication.  
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